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Innovation.
Acceleration.
Evolution.
These are three words that come
to mind every time I think about
the mainframe ecosystem.
Mainframe environments are
continuously evolving through new
innovations—from the shift toward
hybrid cloud, to accelerated application
development processes, to new forms of
automation, to open source and more.
Better yet, this movement toward
optimization has left enterprises poised to
better address the mainframe skills gap.
In this e-book, you’ll find reflections from
IBM’s Yvette LaMar and Meredith Stowell
on how this commitment to optimization
has created a clear path forward for
solving the skills gap challenge.

meet in the coming pages. In a Q&A,
IBM Distinguished Engineer Anne
Dames explains her decision to pursue
a STEM career as a woman of color
in a traditionally male-dominated
profession, the rewards of mentorship
and quantum-safe cryptography.
There’s a reason the mainframe platform
has stood the test of time: it never stops
evolving. The innovations keep coming
at an accelerated
pace, and the brilliant
technologists in
the ecosystem are
always thinking of
ways to stay ahead.
Keelia Estrada Moeller,
Senior Editor

Many of these innovations can happen
because of the talented technologists
on the platform—one of whom you’ll
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IBM's Yvette LaMar and Meredith Stowell on how mainframe optimization
can help close the skills gap
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ainframe environments are evolving. The silo is
giving way. Cloud is being embraced. Application
development processes are being accelerated,
with modern development tools being deployed. New
forms of automation are being put in place to provide
greater efficiency.

"We have seen a significant progression from a skills gap
perspective," says IBM's Yvette LaMar, director of the IBM
zSystems Influencer Ecosystem—a collection of programs,
initiatives and online resources that aims to connect
employers with people (not just traditional students) who
are interested in mainframe.

This evolution comes with numerous benefits—many are
apparent, but one perhaps less so. With the movement
towards optimization, these enterprises are putting
themselves in a better position to deal with the mainframe
skills gap.

She points to the findings from the 2021 BMC Mainframe
Survey, noting that, for enterprises that say they are
committed to the platform now and going forward, their
priorities "are around faster application development times,
DevOps initiatives and increasing security. You no longer
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see skills on there because they are actively
engaging to build a sustainable workforce and
we are helping these enterprises with growth and
retention initiatives."
Of course, the skills gap remains a daunting
challenge, but in an expanding mainframe world,
that challenge is becoming more manageable.
Naturally COBOL continues to be taught and
learned, but now employers can, for instance,
hire programmers to code in Python or bring
on developers to work in Visual Studio. The
possibilities are growing for those willing to
explore them.
"There's a lot of talent that wants to work on this
platform," Meredith Stowell, vice president of the
global IBM zSystems Ecosystem team adds, "but
it requires employer engagement to attract and
retain that talent."

IBM's Response to the
Mainframe Skills Gap
In addition to embracing cloud native, common,
open-source tooling and languages, an array
of freely accessible introductory and more
advanced mainframe training materials is being
produced by IBM and its partners worldwide.
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(See “Mainframe Training and
Information Resources” on Page 7
for a list of resources.)

Start your journey to a
more resilient, secure, and
service ease environment.

The centerpiece of IBM's
efforts in this area is its IBM Z
Xplore learning platform.
Previously known as Master
the Mainframe, IBM Z Xplore is
a next-generation learning
platform designed to provide a
hands-on, progressive experience
where registered visitors can pick
up the fundamentals of Python,
JCL and other languages, learn
about Db2 and RACF subsystems
or tackle advanced techniques
in areas including Linux, COBOL,
REXX, VSAM and more.

As an IBM Beacon Award Winner for Service Excellence, Converge Enterprise Cloud uses
innovative Mainframe solutions, engineering expertise, and stellar support services to
build resilient technology environments, reduce costs, and augment staff.

In a changing world, students
span all ages and backgrounds.
IBM's training initiatives are
developed with this in mind, as
Stowell, points out.

We strive to improve system availability,
reduce recovery times, and implement
remote Managed Services to minimize
your internal/support resource needs.

"With a lot of the training and
the learning paths, we are using
modern tooling. For example,
our COBOL course utilizes the

Our Managed Service Practice delivers:
Cost savings and improved
expense predictability
Retained full visibility into systems
management and processing
Increased infrastructure resiliency,
availability, and operational efficiency
Improved effectiveness of internal
chargeback mechanisms

Download our free IBM Mainframe
Resiliency Catalog
cloudinfo@convergetp.com
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download
678-812-0136

convergeenterprise.cloud

common IDE and code editor, Visual Studio.
But it's also important that students and learners
are exposed to the traditional tooling as well.
Everyone learns differently and is comfortable
with different tooling and languages. I can’t
tell you how many folks I’ve run into that
absolutely love COBOL. They say, 'I started
working with this, and I found my thing. This is
what I’ve been looking for.' Going to where the
individual is instead of forcing the individual to
come to where you are makes things easier from
a skills perspective."
With this in mind, IBM's expanded apprenticeship
accelerator program has brought a diverse group
of more than 100 new workers—programmers,
developers and system administrators—into
mainframe enterprises over the past year.
"Our training and skills programs have expanded
opportunities to what we call 'new collar.' These
are individuals who may not come from traditional
four-year degree programs. They may be
reentering the workforce, they may be looking to
start a new career," LaMar says.
"We’ve had 111 apprentices hired by 19 clients,
and the diversity that we’re experiencing within
the program is significant: 29% female, 54%
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minority, 11% veterans. 56% were unemployed
and 59% have no four-year degree," LaMar says.
"The initial cohorts are now beginning to graduate
and we are seeing employers coming back and
wanting more."

The Need for
Employer Engagement
IBM Z Xplore is open not just to learners, but to
educators and employers. The IBM Academic
Initiative, which now operates under the IBM
SkillsBuild umbrella, provides access to curricula
and other resources to more than 3,500 schools
in over 130 countries.
For employers in search of new mainframe talent,
engaging with local colleges and universities
is a natural starting point—and a critical need,
says Stowell. For one thing, the institutions
themselves—many of which are stretched thin,
budget-wise, amid shrinking enrollments—need
the reassurance that mainframe and enterprise
computing curricula is valued by both employers
and students.
Then of course there is the opportunity to
connect to the learners themselves.

"Once introduced, people
are very interested in
enterprise computing,
but they only know what
they see. They typically
know what happens on
the front end of IT, but not
many understand what's
happening on the back end.
Enterprise computing is a
fascinating career where
you constantly learn and
grow," Stowell says. "To get
this word out and increase
awareness of this career
takes an entire ecosystem.
So, we really need
employers on campuses to
talk with, inspire and engage
with students to showcase
what's available."

Mainframe Training and
Information Resources

Here are a few mainframe training and information resources to get you started:
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Education and training
IBM Z Xplore (FKA Master the Mainframe)
SkillsBuild
IBM Credentials
IBM Z Redbooks
IBM GitHub repository
IBM Developer: COBOL
SHARE: In addition to twice-annual in-person conferences, the SHARE
Association YouTube channel offers updates, short tutorials, and session replays.
Mainframe Open Education
Interskill Learning: Provider of mainframe training resources, including online
courses, expert videos, skills assessments, hands-on labs, coaching/mentoring
tools and official IBM credentialed training (professional certificates and skills
badges). Consulting services available for clients seeking to implement in-house
training programs.
The VM Workshop: 2022 conference presentation archives
Coursera: IBM courses and specializations
PluralSight: Mainframe course search results
edX: Mainframe course search results
ExitCertified: IBM zSystems and mainframe training courses
LearnQuest: IBM z/OS training courses
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lizabeth “Anne” Dames, a 39-year IBM
veteran, is one of the driving forces
behind Big Blue’s groundbreaking
zSystems quantum-safe cryptography
technology initiatives. Dames holds 23
patents and she is the recipient of IBM
Outstanding Technical Achievement Awards.
In this Q&A with TechChannel, Dames
discusses her early life, her decision to pursue
a STEM career as a woman of color in a
traditionally male-dominated profession and
21st-century computer security challenges.
Dames also shares how mentoring helped her
attain her goals and the rewards of mentoring.
TechChannel (TC): Tell us about your
background and what attracted you to
high technology, engineering and the
STEM disciplines?
Anne Dames (AD): I’m from a very small
rural town—Harleyville, South Carolina.
I grew up on a farm. We were materially
poor. My single mother raised me with my
maternal grandparents. My grandmother had

a sixth-grade education and my mom had a ninth-grade
education. But they were strong women. My grandmother
taught me so much that was instrumental in forming my
character and who I became; she instilled a work ethic in
me. One of our neighbors had a niece from New York who
would visit in the summer and we became friends. Her
uncle gave us math textbooks to pass the time and I really
enjoyed solving math problems.
TC: In your high school and university years, how
unusual was it for a girl/woman and especially a
woman of color to choose a career in STEM?
AD: When I was in high school, I didn’t consider things
from a gender perspective; I only thought about
succeeding and doing my best. I attended HarleyvilleRidgeville High School and back in the late 1970s, Trident
Tech, a community college in Charleston, South Carolina,
had a FACET program designed to introduce women to
engineering and technology professions. I applied for the
program and was accepted. The program allowed me to
attend the local community college a couple of days a
week and study a variety of technologies like computer
programming; lawn mower repair (I couldn’t get mine to
work) and chemical engineering (I made aspirin and I was
hooked). I loved it. I was class Valedictorian in high school. I
applied for and got an academic scholarship—which is how
I went to college.

Anne Dames
Distinguished Engineer, IBM
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The industry is entering a new cryptography era. We need
new algorithms that are resistant to attacks launched
from a cryptographically relevant quantum computer.
—Anne Dames, Distinguished Engineer, IBM

TC: Could you describe your university years?
Approximately 60% of women STEM switch to
another major by sophomore year. Did you ever
consider that?
AD: No. I was always committed to a STEM career. I went
to a historically black college, Johnson C. Smith University,
that provided me with a nurturing environment and the
resources like mentorship and people to help me navigate
the other part of life—basic fundamental life skills.
Things changed in college. I encountered fewer women
in STEM. However, there were three other girls interested
in STEM that I was close to; we took all our math classes
together and studied together. I loved STEM. I didn’t fit
the stereotypical girl mold. I didn’t care about being a
cheerleader nor did I have that kind of talent; I wasn’t
artistic and I knew I didn’t want to stay and work on
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the farm. While still in college I interviewed for a job at
Prudential Insurance Co. They gave me an aptitude test
and told me I’d make a very good programmer. Prudential
offered me a paid internship at their Livingston, New
Jersey, facility (I lived with my cousin). I learned COBOL
programming, but I didn’t do as well as I wanted. But I
knew I wanted to be a programmer and wanted to work for
IBM since they were a market leader.
TC: You’ve been at IBM since 1984 so you’re a
veteran. Tell us about your specific career trajectory.
AD: My first real job at IBM was in product engineering
for IBM’s Printer Group. I wrote microcode for printers.
I also did troubleshooting for customers with printer
problems. My first month on the job I was in color printer
development, but the project got cancelled and I assumed
I didn’t have a job anymore. Fortunately, that wasn’t the

case. I moved over to product engineering and I did learn
a lot about customer engagement. When IBM exited the
printer business, I segued into the development team for
IBM’s first home banking solution. It was a little bit ahead
of the curve for home banking. That assignment led me
into the finance industry area; and from there I got into
software for security IBM’s 4755 family of cryptographic
coprocessors. My manager told me “It will be five years
before you have a clue.” I later understood what he meant.
I was only one of two women on the team and it did get
lonely sometimes. On the other hand, there were a lot
of women working at IBM when I started; many chose a
career in management as opposed to the technical side
of the business. Within IBM it wasn’t a big deal to change
from technology to management, but I wanted to stay on
the technical side. I’m an introvert and that can lend itself
to working solo. I enjoyed being an individual contributor.
TC: During your nearly four-decade IBM career,
you’ve authored or co-authored 23 patents, to date.
Can you describe some of them?
AD: I’m very proud of a series of patents relating to
key management security. Protecting the keys and
ensuring they have the correct attributes assigned to
them is critical. Circa 2006, IBM was at the forefront of
advancing cryptographic keys. We used the same key
token or container for 20 years and we at IBM knew we
needed to take the technology to a new level to better
fix specific, unique issues and facilitate better key
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lifecycle management. When a key is created it’s given
a set of attributes e.g., whether it was created from
clear data, random data etc. The patents outline ways to
securely manage the key material and its attributes. The
information on how to effectively manage keys was patent
worthy. Having this capability has allowed our clients to
address their individual key management operational
challenges.
TC: You’re now a Distinguished Engineer and IBM Z
Cryptographic Technology Architect. This puts you
at the center of the most crucial and strategic areas
in high technology: quantum-safe cryptography.
Describe what you do.
AD: The industry is entering a new cryptography era.
The protections we’ve used for many years won’t provide
the protections we need going forward. We need new
algorithms that are resistant to attacks launched from a
cryptographically relevant quantum computer. Quantumsafe cryptography includes a suite of algorithms that
are resistant to attacks by both classical and quantum
computers. Traditional public-key cryptography relies
upon mathematical problems that are difficult to solve
on classical computers. However, popular cryptographic
algorithms, such as RSA and ECC, which are asymmetric
or public key algorithms, can be easily broken by a
sufficiently large quantum computer. But then there is the
U.S. government standard Advanced Encryption Standard
(AES). It is a symmetric block cipher that protects

information. AES is quantum-safe because it can be made
secure against known quantum computer attacks by
increasing the size of the cryptographic key. It’s my job to
understand the technical advances, secure approaches,
best practices and requirements. I work with the teams to
ensure we are leveraging the cryptographic technology
in the system and that we provide our clients with the
cryptographic technology they will need to support their
use cases.
TC: IBM has long been at the vanguard in quantumsafe cryptography and is developing much of the
technology in-house. Why is that significant?
AD: In our Zurich lab, we have a set of great
cryptographers. They participated in the National Institute
of Standards and Technology (NIST) post-quantum
crypto algorithm “competition.” It started out with
over 69 candidates including those submitted by IBM
with their partners from industry and academia. NIST
identified four algorithms that they will standardize and
three of the four were built by IBMers and their partners.
Cryptography has been a bedrock of IBM for a long time.
In 1977, IBM developed the world's first mutually agreedupon cryptographic algorithm to secure data, the Data
Encryption Standard (DES).
TC: IBM’s latest z16 mainframe introduced in May
2022, is the first IBM server to utilize quantum-safe
cryptography. Just how good is this security?
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AD: NIST along with the cryptographic community has
spent the last six years vetting and evaluating quantumsafe cryptographic algorithms. At this time, CRYSTALSKyber and CRYSTALS-Dilithium have been selected as
the primary algorithms. The process of creating new
quantum-safe standards is not done. NIST, the teams
that submitted the candidates and the cryptographic
community will continue to vet and improve the selected
algorithms and then turn them into standards over the
next couple of years. The quantum-safe cryptographic
algorithms CRYSTALS-Kyber and CRYSTALS-Dilithium
are currently available in the IBM z16 system for
experimentation and for use in conjunction with classical
cryptographic algorithms. Here is a recent blog post by the
IBM Zurich Research team that is focusing on quantumsafe crypto research. But the IBM z16 system is not
the only user of our quantum-safe cryptography. Some
of the other usage examples of IBM’s Quantum-Safe
Cryptography technology include: Cloudflare integrated
Kyber alongside other quantum-safe algorithms
into CIRCL, the Cloudflare Interoperable, Reusable
Cryptographic Library; Amazon now supports hybrid
modes involving Kyber in their AWS Key Management
Service. And in 2019 IBM introduced the world’s first
quantum computing-safe tape drive using Kyber and
Dilithium. Kyber has also been in use in hybrid mode in
IBM Key Protect, IBM’s Public Cloud Key Management
service, since 2020. IBM has securable platforms
with security architected into all layers of the stack.

One of the most important things we need to do is
make sure that women can understand they can do
this. My advice is, don’t be afraid to step out and try
the technology. Don’t give up. Don’t quit.
—Anne Dames, Distinguished Engineer, IBM

TC: The noted 19th-century military strategist Carl
Von Clausewitz famously said, “Military secrets
are the most fleeting of all.” In the 21st century
Digital Age, computer security is arguably the most
difficult to safeguard. How does IBM’s quantum-safe
cryptography technology address this issue?
AD: It’s hard to think you’re ahead of the game. There
are ethical and unethical hackers. Some hackers just
want to solve a problem. Some break things to find
weaknesses—then there are others who want guts and
glory or monetary gain. Currently, AES with 256-bit keys
can’t be broken. And even though security challenges are
ever changing, and the hackers continue to up their game,
IBM and other industry security vendors will build stronger
security algorithms. The researchers understand the
complexities of the problem to create new algorithms that
will be as strong as anything the hackers can throw at it. By
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leveraging quantum-safe cryptography, we are helping
our clients prepare for future quantum threats. We have
the technology and the expertise to help our clients as
they begin their quantum-safe journey.
TC: These are incredible technology advancements
and to continue, IBM and other firms will have to
address the well documented technology skills
shortage. Did you have mentors who encouraged you?
AD: Because of my background, I was a little insecure
about my knowledge. IBM has mentoring programs. I was
paired with a lady named Linda Betz, a director in the chief
information security office who was just fabulous. We met
once a month and I’d tell her about my work. She was a
sounding board for daily work life situations. Ms. Betz would
suggest books for me to read and she’d proactively reach
out to make sure I was doing fine. It was wonderful to have

someone I could trust and confide in. If I didn’t reach out
to her, she contacted me. Just being there and providing
suggestions and recommending books to help me form
opinions helped me with a lot of personal character
growth. It was a great help to have someone as technical
as she was on the security side and so caring. Linda
Betz was a great resource. As I moved on in my career,
I also interacted with many great leaders, mentors and
coworkers who influenced me and helped me break away
from stereotypes.

making introductions can be very helpful. There were
different moments in time when someone might have
been frustrated about different career issues and you help
them. Working with women, I encountered “The Imposter
Syndrome” where women feel that if they don’t possess
100% of the qualifications for a particular job or position
they won’t go for it. I tried to help women understand you
don’t have to be perfect. Instead, focus on progress. You
don’t have to compare yourself to other people. Know that
you bring your unique gifts and strengths to the table. As a
mentor I don’t want people to feel limited by anything.

TC: Are you a mentor yourself?
AD: Yes, I started a mentoring program within my second
line organization I/O firmware—crypto cards and I/O
devices for the IBM Z System in the mid-2010s that is still
extant today. If someone needed career mentoring, we
wanted to make sure they had someone to go to so we
could all be the best engineers. Many people signed up
and we paired them together—and we made a no penalty
opt-out clause if things didn’t work out.
I mentored a few people when we started, and that
number has grown over time. I have mentored people
inside and outside IBM. Being a mentor is very rewarding.
I learn as much from them as they do from me. Just the
fact that you have to think about somebody else’s stuff
for a minute really opens the mind. It’s great to see a
light bulb go off. Talking with them about being able to
navigate the corporate sector, build relationships and
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TC: What’s your advice for students and women
collegians? How do we nurture their interest in STEM
professions?
AD: One of the most important things we need to do
is make sure that women can understand they can do
this. My advice is, don’t be afraid to step out and try the
technology. Don’t give up. Don’t quit. Keep working at it.
Don’t get discouraged when you hit an obstacle. There
is fun to be had in technology. And finally, I would also
advise young women that it is so important to take care
of yourself spiritually, physically, emotionally and mentally.
Life is filled with ups and downs. Be resilient; taking care
of those four areas of your life helps you deal with the
challenges and teaches you to enjoy the journey and not
just the destination.

Recognizing Women of COBOL

I

n case you missed it, TechChannel launched a “Women of COBOL” video series—designed to bring visibility to women in
tech, uncover unconscious biases and dispel misinformation. In each episode, experts across the COBOL realm sit down
with host Misty Decker of Micro Focus.
So far, we’ve launched four episodes:
Episode 1: Misty Decker, Maemalynn Meanor and
Keelia Estrada Moeller discuss overturning COBOL
misconceptions, why this is so important and how others
can help.

Episode 3: Where COBOL fits into corporate IT
environments has evolved. This episode features a
discussion with Kill It With Fire author, manager and
software engineer Marianne Bellotti, sales executive
Susan Drenner, and Misty Decker.

Episode 2: Dr. Gina Bullock, Melissa Christie and Misty
Decker discuss the challenges of getting more students
to learn COBOL and encouraging employers to turn to a
younger, diversified programming workforce.

Episode 4: Dr. Magie Hall, Laura Sherwin and Misty Decker
discuss the various ways they are changing lives through
COBOL training.

You can find all of our “Women of COBOL” episodes here.

Watch now
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